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Introduction 

You can set up Enterprise Portal for Microsoft Dynamics AX 2009 in an extranet by following the 
instructions in the article Create an Enterprise Portal extranet site. This paper describes the additional 
steps that are required to make business intelligence functionality based on Microsoft SQL Server 
Reporting Services and Microsoft SQL Server Analysis Services available in an extranet.  

When Enterprise Portal and Reporting Services have been configured in the extranet, the user 
experience is as follows:  

1. Users connect to Enterprise Portal and are asked for authentication. Users provide their Microsoft 

Dynamics AX user names and passwords (which are assumed, for the purposes of this paper, to 
be Active Directory accounts).  

2. If the site is configured to display reports, users who click a report are prompted for their 
credentials a second time for authentication with the report server.  

The additional steps required to configure Reporting Services to work with Enterprise Portal in the 
extranet include: 

 Configuring protocol transition for the Business Connector proxy account, so that the external 
NTLM authentication can be transitioned to Kerberos authentication. 

 Configuring the public URLs in Microsoft Dynamics AX 2009. 

Server environment 

The following figure shows a typical authentication system for an Internet-enabled Microsoft Dynamics 
site.  

Note: For this example, we are using a minimal configuration, without a perimeter network. In most 
circumstances, a perimeter network is strongly recommended.  

 

http://technet.microsoft.com/en-us/library/dd309616(AX.50).aspx


For this configuration to work, both the Enterprise Portal URL and the Reporting Services URLs must 
be accessible from the Internet. In this example, we set both Enterprise Portal and Reporting Services 
to have public IP addresses that are accessible from the Internet. 

Server IP address 

Enterprise Portal publicIP1 

Reporting Services publicIP2 

 

When a system is configured in this manner, after users connect to Enterprise Portal, they should see 
reports from Reporting Services displayed correctly.  

Set the public Reporting Services URLs  

3. Open the Microsoft Dynamics AX client. 

4. Go to Administration > Setup > Business analysis > Reporting services > Reporting 
servers.  

5. Enter the public Reporting Services web service URL and the public Report Manager URL—for 

example: 

 Web service URL: http://rsserver.extdomain.com/reportserver  

 Report Manager URL: http://rsserver.extdomain.com/reports 

6. Verify that you can access both URLs from the Internet from external locations.  

Configure the DNS server 

The next step is to configure the Domain Name System (DNS) server. For this example, the user 

needs to create a record in the external zone—in this case, extdomain.com. The external zone is 
accessible from the Internet.  

Remember that we have already assigned the report server an external IP address; therefore, for our 

example, clients accessing the site from the Internet can resolve rsserver.extdomain.com. 

Known issue 

Both internal users and the Enterprise Portal server need to connect to 
http://rsserver.extdomain.com/reportserver. 

There is no simple way for Microsoft Dynamics AX 2009 to connect to multiple report servers. One 
possible solution is to change the hosts file on the Enterprise Portal server to point to the internal 
report server, but this can be complex. If a user needs to be able to access both the internal and 

external sites, you must find a way to determine whether a connection is internal or external, and load 
the correct hosts file based on the type of connection.  

To summarize: If all client machines (internal and external) and Enterprise Portal servers can resolve 
the external URLs of the report server (http://rsserver.extdomain.com/reportserver and 
http://rsserver.extdomain.com/reports), your system will function correctly.  

Placement of Analysis Services  

The server that is running Analysis Services does not have to be accessible from the Internet, 
although users who enter the system externally must be able to be authenticated by Analysis 
Services. In this example, we use Kerberos protocol transition for authentication by Analysis Services.  



Configure protocol transition for the Business Connector 
proxy account 

In this example, the environment is initially configured to use Kerberos authentication only. Because 
the external user’s computer is not part of the Active Directory domain, Kerberos cannot be used. 

In this situation, NTLM is automatically used to authenticate the user name and password. Then, 
protocol transition is used to delegate and request a Kerberos ticket.  

To enable protocol transition, you must configure protocol transition either for the account that is used 
for the application pools for Enterprise Portal and Reporting Services, or, if you are running SQL 
Server 2008 Reporting Services, for the service account. In this example, we are configuring protocol 

transition for the Business Connector proxy account. 

 

Note: Enter the domain name of the server that is running Analysis Services, as it appears in the 
connection string of the SharedLibrary.dynamicsAXOLAP data source. Typically, this is the fully 
qualified domain name (FQDN). If the FQDN does not work, try the short name. 



Configure your Enterprise Portal site for HTTPS 

We recommend that you configure your Enterprise Portal and Reporting Services sites to use 
Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS) URLs. 

The following blog post describes how to set up Enterprise Portal with HTTPS: EP SSL (https) Setup. 

Make sure that the object name of your certificate matches the name of the URL that you use to 
connect to Enterprise Portal. 

For example, when you connect to https://ep.extdomain.com, your certificate object name must be 
ep.extdomain.com.  

If you use a certificate revocation list (CRL), make sure that it is publically accessible. 

Use different URLs to connect to Enterprise Portal internally and 

externally 

You can use different URLs to connect to Enterprise Portal internally and externally. Most of time, you 
will not use HTTPS internally. 

Configuring HTTPS for internal use can be complex. You need to set up your certificate to have a 

subject alternative name—for example, https://epint.intdomain.com.  

The subject of the certificate will still be your domain name—for example, ep.extdomain.com. 

The subject alternative name will be your internal domain name—for example, epint.intdomain.com. 

When the subject alternative name on your certificate is configured correctly, you will see something 
similar to the following in the Other attributes field on your certificate:  

San: dns=externalDomainName.com&dns=internalDomainName.com 

Configure HTTPS when Reporting Services and Enterprise Portal are 

on the same machine 

Because both Enterprise Portal and Reporting Services must be accessible from the Internet, you may 

want to host them on the same computer. 

If you are running Microsoft Dynamics AX 2009 with SQL Server 2005 Reporting Services, note that 
you cannot have Reporting Services virtual directories on the Enterprise Portal website.  

In order to configure Microsoft Dynamics AX 2009, you must install reports and the report server to 
use a separate website. 

Use one of the following solutions: 

 Set up a host header for the Reporting Services website or for Enterprise Portal. 

 Use a different Secure Sockets Layer (SSL) port for Reporting Services—for example, port 444. 

If you use this solution, you must also modify the rsreportserver.config and 
rswebapplication.config files to point to the new URL—for example, 
https://ep.extdomain.com:444. 

Configure clients to use HTTPS internally 

If the root certification authority is not already trusted by the clients in your environment, you must 
set it to be trusted.  

To set up the trust relationship, perform the following actions on each client computer: 

1. On the Start menu, type mmc.exe in the Run box, and then press ENTER.  

2. Click Yes to allow the Microsoft Management Console to make changes to the computer. 

http://blogs.msdn.com/b/solutions/archive/2008/10/23/ep-ssl-https-setup.aspx


3. On the File menu, click Add/Remove Snap-in. 

4. Select Certificates. The Certificates snap-in dialog box opens. 

5. Click My user account, and then click Finish. 

6. Click OK to close the Add or Remove Snap-in dialog box. 

7. Right-click Trusted Root Certification Authorities, point to All tasks, and then click Import. 

8. Use the Certificate Import Wizard to import the .cer file from your certification authority. 

Work around double authentication requests  

When your system is fully configured, it should function as follows:  

1. A client computer that is connected to the Internet connects to your external Enterprise Portal 
site.  

2. Users are prompted to enter their Microsoft Dynamics AX user names and passwords. If internal 
users connect to the site, they enter their user names and passwords from Active Directory 
Domain Services. 

3. If the Enterprise Portal site displays a report, the client opens a new connection to authenticate 
directly to Reporting Services. 

4. Users are prompted to enter their credentials a second time. This behavior is by design. 

Possible workarounds to avoid the second authentication request include:  

 Using Microsoft Forefront Threat Management Gateway 2010 to store credentials. 

 Recommending that users use the CmdKey command to store their user names and passwords 
when connecting to the URL.  

On the client computer, open a Command Prompt window, and then enter the following command: 

cmdkey /generic:ep.extdomain.com /user:<username> /pass:<password> 

Note: If you use another name to connect to Reporting Services, you will need to run the 
command again, using the URL of either the Reporting Services web service, or the Report 

Manager. In our example, you would use: rsserver.extdomain.com. 

Users who adopt the second workaround are still prompted twice, but their user names and passwords 
are automatically filled in. They must click OK twice. 

Note: A problem with the second workaround is that users need to change the stored user names and 
passwords manually each time their passwords change. To avoid this issue, you can distribute a script 
to update the stored setting automatically.  
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